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Abstract
It has been argued that ‘Some markets pose a such little systemic risk to the overall financial system that they
should never be regulated.’ However, even markets that are small and pose less systemic risk should also be
regulated scientifically and appropriately. The crypto-asset market is currently one of the markets that the
Financial Conduct Authority regulates to a lesser extent, so this paper uses this as an example to analyse the
various risks that the crypto-asset market may pose in terms of consumer protection, financial crime, and
systemic risk, and then explores a series of regulatory measures that the Financial Conduct Authority is currently
taking to address these risks, such as consumer protection guidance, anti-money laundering directives, regulatory
The discussion then explores the range of regulatory measures currently being taken by the FCA to address these
risks, such as consumer protection guidance, anti-money laundering directives, regulatory sandboxes, etc. Finally,
the need for effective regulation of financial markets is analysed in terms of enhancing consumer confidence,
promoting financial innovation, and protecting good financial competition. In this way, it is concluded that the
financial regulatory system should have to adhere to prudential regulation and strict supervision to maintain
market order and prevent excessive risk-taking.
Keywords: cryptographic asset markets, systemic risk, Financial Conduct Authority, financial regulation
1. Introduction
Crypto assets and related products and services have grown rapidly in recent years. Not only that, but the links
between the crypto-asset market and the regulated financial system are also growing.1 However, as it stands,
crypto assets are not fully regulated in most jurisdictions, and all holders of crypto assets are dependent only on
the issuer and the trading platform. This also means that all transactions are not protected by financial regulators,
which greatly increases the risk for all parties involved in the transaction. To date, the crypto asset market has
not had a significant impact on financial stability. Therefore, in the current situation, crypto markets can simply
be considered to pose little risk to the financial system.2 However, this is no reason to ignore the regulation of
crypto-asset markets; nothing is absolute. While the financial risks associated with crypto applications are
currently limited, the limited risk situation will not necessarily last for long. In today’s world of rapid financial
and technological development, such markets, including crypto-assets, should be properly regulated.
In the wake of the international financial crisis in 2008, countries have stepped up their efforts to reform their
financial regulatory systems.3 With the rapid development of the financial sector and the gradual diversification
of financial markets, financial regulators will face various challenges. The core of the regulatory governance
matter for financial regulators remains to maintain the stability of the entire financial system and effectively
avoid systemic risks.4 Alan Greenspan once said, “There is always a remote possibility that a chain reaction, a
cascading sequence of defaults, will eventually implode in finance if it is allowed to continue.”5 The reason
systemic risk is taken so seriously is that the damage generated by a market cannot remain entirely within that
market; the damage is likely to spread throughout the financial system and even have an impact on other areas of
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the economy. Therefore, the regulation of the financial system, regardless of the size of the risk generated by the
market, should go into appropriate, effective and reasonable regulation.
A comprehensive discussion of all markets that pose lesser systemic risks is beyond the scope of this study, so
this paper selects one of the more representative crypto-asset markets as the main subject of study. The paper is
structured as follows: the next section discusses the main risks that may exist in the crypto-asset market, which
include threats to consumer protection, constituting illegal transactions such as money laundering and fraud, and
the potential negative impact of the crypto-asset market on maintaining order in the market and keeping the
financial system in question. This specifies the various reasons why financial regulators should appropriately
regulate markets that pose lesser systemic risks. Part III will analyse the current regulatory approach to crypto
assets taken by the UK Financial Conduct Authority and use this as a basis for further discussion of the rationale
for regulating the crypto asset market. The fourth section summarises the need and importance of regulating such
markets or financial markets in general. Finally, it concludes with a discussion of the full text.
2. Risks that May Be Posed by the Crypto Asset Market
The crypto asset market is growing at a rapid pace and is also innovating.6 There is no denying that all
innovations including bitcoin, stable ratios, and central bank digital currencies are picking up speed. While the
innovation and diversification of the crypto asset market will bring many potential benefits worth exploiting, it
also already brings with it a number of risks that financial regulators must understand and address, risks that are
likely to pose some threat to the stability of the financial system as a whole in the near future. Risk identification
is therefore a prerequisite and foundation for effective regulation.
2.1 Significant Risks in the Area of Consumer Protection
Since 2011, there have been more than 30 heists on cryptocurrency exchanges, with over 980,000 bitcoins stolen,
worth an estimated $4 billion.7 In the cases that have occurred so far, such losses are virtually irrecoverable and
investors are entirely dependent on cryptocurrency exchanges for compensation for their losses. This shows that
the decentralised and untameable nature of cryptocurrencies has put consumers in a very passive position both at
the pre-transaction and post-transaction stages, which is not conducive to the protection of consumer rights.
The first possible reason is that cryptocurrencies are a highly technical system, and consumers are naturally at a
disadvantage when they are unable to understand the technical complexities and significant risks involved in the
exchange to avoid liability. The second reason is that consumers have very limited information at the time of
trading and there is a significant information asymmetry between exchanges and consumers,8 with all
transactions relying solely on investors being new to the issuer and the relevant trading platform, which results
in consumers not being able to make decisions that are in their best interests. Cryptocurrency companies also
promote increasingly complex products that are often not adequately disclosed and there is little accountability
for companies that make misleading claims.9

As cryptocurrencies themselves have no value, most crypto assets are highly volatile and their value is affected
by many factors such as the state of supply and demand in the market and the regulatory policies of financial
regulators. Compared to products in traditional financial markets such as securities and futures, cryptocurrencies
tend to be more volatile in price and more likely to cause irreparable losses to investors.10 At the same time,
most major crypto-asset exchanges allow investors to make unusually large investments compared to their
capital base (up to 125 times), so investors have to take risks beyond their solvency.11

In addition, there is still a large proportion of crypto assets that are not currently regulated by regulators.12 This
means that consumers are likely to be unprotected by the relevant regulatory measures when trading in
crypto-assets, which is also a potential detriment to consumers.
2.2 Risks Arising from Money Laundering, Fraud, Hacking, and Other Incidents
While the encrypted, anonymous nature of crypto-assets provides excellent protection for consumers’ privacy, it
also facilitates a range of criminal acts such as money laundering and fraud.13 The existence of cryptocurrencies
on the internet, the lack of verification of the true identity of crypto-asset holders on platforms, and the lack of
comprehensive regulation have led to the crypto-asset market becoming a major venue for money laundering,
fraud, and other crimes. For example, the famous Silk Road darknet, which was mainly traded via bitcoin, was
even the largest drug trading hub on the darknet at its height, with various types of black deals occurring on the
site until it was shut down by the US in 2013. It was shut down by the US in 2013.14

In addition, illegal profits through fraud are common due to consumers’ unfamiliarity with how cryptocurrencies
work and the technology.15 Criminals often take advantage of the technical complexity of cryptocurrencies to
trick consumers into investing in them, while secretly manipulating the price of cryptocurrencies in order to
make illegal profits. The many crimes mentioned above-involving fraud, money laundering and more further
illustrate the many negative effects of crypto-assets.
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With regard to the potential for hacking in the crypto-asset market. As all transactions in crypto assets must be
made through a crypto asset trading platform, the platform often acts as a holding facility for the trader during
the transaction, which makes it a prime target for hackers. According to public reports, cryptocurrency criminals
made a total of $1.9 billion through hacking, fraud, and theft during 2020, and CipherTrace also found that
crime-related wallets, which owned by black markets, ransomware participants, hackers, and fraudsters,
transferred $3.5 billion worth of bitcoin in 2020.16 The root cause of the high incidence of such crypto-asset
security risks is the lack of regulation of crypto-asset trading platforms.
2.3 Impacts on a Market Order, Financial System Stability
There are multiple transmission channels between the crypto asset market and the traditional financial system.17
However, they are currently still limited in scale. Risk transmission depends to a large extent on the
interconnectedness between the two systems (i.e., the extent of crypto asset adoption). Before the COVID-19
epidemic, crypto assets appeared to be isolated from the financial system.18 There was little correlation between
Bitcoin and other crypto assets and other financial markets, which helped to alleviate concerns regarding
financial stability. However, as the financial and economic landscape continues to evolve, crypto-asset markets
are becoming more closely linked to traditional financial markets, and demand from investors is increasing. It is
often this highly connected, high-demand market that is more likely to affect the stability of the financial system
as a whole in the event of a collapse. The crypto asset market is growing rapidly in size and if current trends
continue, crypto assets will pose a risk to financial stability. While the interconnectedness between crypto assets
and the traditional financial sector has grown significantly, interconnections and other channels of contagion
have so far been very small.19

Price volatility in the markets for crypto assets can also be a threat to the stability of the financial system as a
whole and market order, with more volatile markets being more susceptible to fraud or manipulation and
frequently fostering the emergence of bubbles that may eventually burst and cause a significant redistribution of
wealth.20 There will be chaos in the market as a result of the high volatility of cryptocurrency asset prices and
the lack of effective prior regulation. At the same time, there will be a recurring risk of hacking in crypto-asset
markets, which could easily cause consumer panic and, in extreme cases, mass selling, which could lower the
value of crypto assets. Additionally, some crypto-asset markets could experience a run, and the risk could spread
to the financial system as a whole.
3. The Financial Conduct Authority’s Current Approach to the Regulation of Crypto Assets
With the aim of continuing the UK’s status as a pre-eminent international financial center, the UK established a
Cryptocurrency Taskforce in 2018, comprising the Bank of England and the Financial Conduct Authority,
designating the Financial Conduct Authority as the regulator of the cryptocurrency industry.21 Separating
responsibility for prudential regulation of systemic firms and conduct of business regulation makes the Financial
Conduct Authority an agency with a remit and ability to specifically protect consumers and promote confidence
in financial services and markets. The UK Financial Conduct Authority has always pursued a regulatory
philosophy of ‘internally managed’ and ‘technology neutral’. This is also the case for the regulation of the crypto
industry.22

This article will further describe the various regulatory measures established by the FCA in light of the preceding
discussion of hazards. Since its creation, the FCA has taken a number of steps to avoid dangers in the market for
crypto assets.
3.1 Consumer Protection Aspects
In the UK, financial consumer protection has been further strengthened by the reform of the financial regulatory
system and the establishment of the Financial Conduct Authority, which separates the financial consumer
protection function from the prudential regulator and avoids internal conflicts arising from the dual objectives of
prudential regulation and financial consumer protection.23 Financial consumer protection aims to prevent and
reduce the exposure of consumers to fraud and other unfair treatment by regulating the business practices of
financial institutions.
Comprehensive, scientific and effective financial regulation is conducive to ensuring the relevant rights and
interests of consumers, and consumer protection in financial markets has become an issue of global concern. As
an innovation in the financial market, crypto assets are not only more complex and risky than traditional
financial products, but consumers are also more likely to be disadvantaged due to the low barriers to entry in the
crypto asset market, making consumer protection one of the aspects of financial regulation to be considered.
The UK Financial Conduct Authority can prohibit the sale, marketing and distribution of derivatives and
exchange-traded instruments that reference certain types of crypto-assets to retail consumers without going
through the enforcement process.24 The Financial Conduct Authority may use this power where a financial
consumer is likely to suffer actual or potential financial loss and where the promotion by a financial institution
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adversely affects a financial consumer’s rational choice or optimal trading decision. When exercising this power,
the Financial Conduct Authority will first issue a direction to the financial institution prohibiting the promotion
of a financial product or service and provide the financial institution with the reasons for prohibiting the
financial promotion. Financial institutions may make representations to the Financial Conduct Authority if they
believe that it has made an incorrect decision. Based on the financial institution’s appeal, the Financial Conduct
Authority has the power to decide whether to continue, vary or revoke its policy.
The Financial Conduct Authority also warns consumers about crypto asset scams and provides guidance on how
consumers can protect themselves.25 In order to achieve these aims, the Financial Conduct Authority has also
published a list of warning notices for companies known to be running scams. In addition, HMRC is currently
running a consultation and requesting evidence.26

There is currently a wide range of assets available on crypto asset trading platforms, ranging from highly liquid
assets with relatively stable prices, such as bitcoin and ethereum, to less liquid asset classes. Consumers
generally choose their investments as if they were shopping in a supermarket, without a full and sufficient
understanding of the assets they are choosing. It is worth noting that most consumers are investing in crypto
assets not out of some recognition of crypto assets, but rather a blind following under the appearance of high
returns, a blindness that only further accrues the risks that consumers may need to take. Furthermore, unlike fiat
currencies, crypto assets do not have a uniform value and crypto asset trading platforms do not fully disclose
information about their products,27 making it difficult for investors to determine what is truly valuable.
Therefore, given the multiple overlapping financial and cyber risks of crypto-assets, the Financial Conduct
Authority’s strict prohibitions and related safeguards can both increase consumers’ own vigilance and lead to
more regulated behaviour in the crypto-asset market.
3.2 Prevention of Criminal Activities Such as Money Laundering
The decentralised, encrypted and unmanageable nature of crypto assets provides a good reason for unscrupulous
individuals to use crypto assets for criminal activities such as money laundering and terrorist financing.28

From 10 January 2020, the Financial Conduct Authority will formally become the anti-money laundering and
counter-terrorist financing regulator for firms involved in certain crypto-asset activities. Despite leaving the EU
in 2020, the UK already incorporated the 5AMLD and 6AMLD’s regulatory provisions for cryptocurrencies into
local legislation. All UK cryptocurrency asset companies that have operations or market offerings in the UK or
provide services to UK resident clients must register with the UK Financial Conduct Authority as of January 10,
2021.29 The purpose of these regulations is to promptly detect, deter and disrupt unlawful activity, such as
money laundering, by crypto-asset-related businesses using the various characteristics of crypto-assets. Under
the relevant regulations, from 10 January 2020, firms already carrying on crypto asset-related business in the UK
(operating before 10 January 2020) will be required to comply with the Anti-Money Laundering, Terrorist
Financing and Transfer of Funds (Payer Information) Regulations 2017.30 They must also register with the
Financial Conduct Authority by 9 January 2021 in order to continue operating, failing which firms must cease all
relevant business from 10 January 2021. If firms fail to register or cease trading in accordance with the relevant
requirements, they may be subject to the criminal and civil enforcement powers of the Financial Conduct
Authority. Because the industry is so closely integrated with traditional financial services, there is a need to
actively strengthen industry cooperation to ensure that the FCA’s anti-money laundering requirements are
implemented in this area.
In accordance with the EU’s Fifth Anti-Money Laundering Directive, HM Treasury (HMT) will expand its
anti-money laundering/counter-terrorist financing (AML/CTF) regulatory standards to crypto-assets.31 The Fifth
EU Anti-Money Laundering Directive (5AMLD) will expand AML/CTF laws to entities for the related activities
listed below, including transactions involving one or more additional types of cryptoassets and the exchange of
digital assets for fiat currency.
Randell also acknowledges that the Financial Conduct Authority currently plays a limited role in the regulation
of crypto-asset trading platforms registered in the UK with regard to anti-money laundering issues. Binance is a
member of a large global conglomerate that provides consumers with complex and high-risk financial products,
and it is part of this conglomerate. The UK’s Financial Conduct Authority has claimed that due to capacity
limitations, it is unable to adequately supervise Binance’s UK subsidiary, despite having started the wave of
worldwide regulation of the Binance cryptocurrency.32

3.3 Introduction of Regulatory Sandboxes
The UK was one of the first countries to introduce a regulatory sandbox system, defined by the Financial
Conduct Authority as a safe space where firms can test innovative products, business models, delivery
mechanisms, etc. without facing immediate regulatory consequences for their actions.33

The Financial Conduct Authority (FCA) has made the sandbox available to cryptocurrency firms for regulatory
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testing. After submitting an application and being evaluated, the firm will discuss the specifics of the testing
parameters and protections with the FCA; after both parties have agreed, the firm enters the sandbox to
experiment and test its products in a simulated market environment. The entire procedure is supervised by the
Financial Conduct Authority. The business is expected to provide a test report following the testing. If the plan is
found to be valuable and sustainable by the Financial Conduct Authority after evaluation, it will be further
promoted and the business will be given a full business licence. To guarantee that the cryptocurrency industry
develops in a controlled and orderly manner, the regulator will also be able to comprehend the fintech business
model in advance.
The friction that now exists between cryptocurrency innovation and regulation might be reduced by a regulated
sandbox system. Regulators being “fault-tolerant” does not imply that regulation is permissive, and regulatory
sandboxes clarify the testing scope and corrective measures to prevent the risk of test items.34 On the one hand,
regulatory sandboxes offer “trial and error” opportunities for crypto currency innovation by allowing companies
to break out of existing controls within a certain price bracket. At the same time, regulatory sandboxes foster
productive communication between the regulated and the regulator.35 Test projects have the chance to regularly
assess the genuine worth of their creations, which lowers compliance costs for businesses, fosters compliance
awareness, and boosts faith in regulatory policies. The creation of a regulatory sandbox environment offers
authorities the chance to thoroughly investigate cryptocurrencies.36 The cryptocurrency market requires
technical expertise in a variety of areas, including arithmetic, cryptography, blockchain, and many others.
Through the regulatory sandbox, authorities may thoroughly comprehend the technology that underpins
cryptocurrencies and improve the science of their regulatory actions. Due to the complexity of cryptocurrencies,
regulatory sandboxes address the regulatory gap left by qualitative regulation by assisting regulators in
determining the genuine nature of test projects. There are many different projects and products in the
cryptocurrency market. Through the innovation test, the regulator will be able to weed out the initiatives that are
actually unique before evaluating them. This will make it easier for “bad money to drive out good money” in the
cryptocurrency industry. The regulatory sandbox approach is helpful to regulators’ efforts to isolate and prevent
present risks while thoroughly examining possible risks and gaining experience for subsequent regulation
because of the extended duration, numerous forms, and rapid transmission of risks in cryptocurrencies.
4. The Need for Regulation of Such Markets
A strict, scientifically based regulatory framework will bring order to the entire financial market, inspire
consumer confidence in their investment decisions, define the parameters of what is permitted on crypto-asset
trading platforms, and create a secure environment for future beneficial innovation. Cryptographic assets, an
important breakthrough in technological and financial innovation, bring benefits as well as risks.37 Digital
cryptocurrencies create an environment conducive to criminal activities such as money laundering and terrorist
financing, and the inability to develop a uniform legal policy for regulation has allowed criminals who use
digital cryptocurrencies to launder money to do so with impunity. One of the main problems facing financial
regulators today is striking a balance between financial innovation and financial risk. An important assurance for
the healthy growth of the crypto-asset market is the regulation of crypto-assets with the goal of assuring financial
safety. This regulation encourages financial innovation in crypto-assets.38

Cryptocurrency is fundamentally a financial innovation propelled by financial technology from the standpoint of
financial technology. With the aid of blockchain technology, cryptocurrencies have increased financial efficiency,
decreased information asymmetry, and lowered the barrier to entry for engaging in financial business, making
the characteristics of financial popularisation more and more explicit. However, the popularisation of finance has
also resulted in the generalisation of financial risks, and the emergence of cryptocurrencies has made the same
financial risks more serious and stronger in transmission. Financial regulators should take action to control the
market order in light of the financial innovation reward and possible threats posed by cryptocurrencies.39

Appropriate regulation of markets that pose less systemic risk can prevent the formation of monopolies in these
markets as they develop, thus protecting good competition while addressing the suppression of competition.
Financial regulation in the digital economy should create a market environment that fosters competition and
prevents monopolies in advance, as in the digital economy it is often too late to regulate when monopolies are
discovered; equal and transparent access to relevant platforms, the establishment of open standards and the
fluidity of data are all areas of regulation that deserve attention. In particular, markets that pose less systemic risk
also need to be regulated. These businesses may engage in monopolistic practises in addition to potentially
harming customers’ interests. In general, a suitable, reasonable, and efficient can provide the developing industry
room to expand and keep the risks under control in a forward-looking way, thus improving financial inclusion
and fostering sustainable growth.
5. Conclusion
The UK has always been cautious about new things, and this is no less true of cryptocurrencies. The financial
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system is a system in which all types of markets are closely interlinked, and it is because of this close
interlinking that it is all the more important for the financial regulatory system to maintain prudential and strict
regulation in order to maintain order in the markets and prevent excessive risk-taking. However, there are two
sides to everything and the same applies to financial regulation. As crypto-assets become more mainstream, their
potentially important impact on the financial system and other areas of the economy is bound to increase.40 The
question is how to structure a regulatory mechanism that maximises the dividends of financial innovation
brought about by cryptocurrencies, while keeping the risks as manageable as possible and striking a balance
between financial regulation and financial innovation.
The statement that “some markets pose so little systemic risk to the wider financial system that they should
never be regulated” is too one-sided and extreme.
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