Paradigm Academic Press -—
S

Art and Society -
ISSN 2709-9830 PARADIGM
OCT. 2025 VOL.4,NO.9

Vulnerability of Cyber Security Is an Unexpected Threat to Global
Internet System

Haradhan Kumar Mohajan'
! Chairman and Associate Professor, Department of Mathematics, Premier University, Chittagong, Bangladesh

Correspondence: Haradhan Kumar Mohajan, Chairman and Associate Professor, Department of Mathematics,
Premier University, Chittagong, Bangladesh.

doi:10.63593/AS.2709-9830.2025.10.001

Abstract

At present the world is becoming highly interconnected, and cyber security is essential for the sustainability and
development of the global networking. Cyber security is the practice of protecting digital devices, networks, and
sensitive data from cyber threats, such as hacking, malware, and phishing attacks that are committed over the
internet by technically skilled criminals, who have a wide range of strategies, technologies, and best practices. It
is an urgent national and global problem. At present it becomes an incredibly complex and changing policy and
important issue in the infrastructure of every company and organization. Data in computer can be lost or
destroyed through physical and natural disasters, such as floods, fires, and unexpected catastrophes done by the
cyber criminals. The purpose of this study is to discuss the aspects of cyber security for the improvement of the
safety and security of cyber space.
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1. Introduction

At present the world is becoming increasingly digital, and more than 5.4 billion people worldwide use internet
for the personal, economical, commercial, cultural, social, and governmental activities (Li & Liu, 2021). Our life
is fully dependent on cell phone, computer, information technology (IT) infrastructures, power grids, air traffic
management systems, industrial manufacturing, and banking sectors (Igbal et al., 2020). The growth in
e-commerce, digital payments, digital transformation initiatives, internet and mobile usage, and cloud computing
adoption has modernized the world (Lehto & Neittaanméki, 2015). In 2023, global retail e-commerce sales are
estimated at $5.8 trillion, and it is estimated that by 2027 it will reach to $8 trillion (Mouna & Yassine, 2024). In
2025, the digital transformation market may reach to $1,009.8 billion, and it is estimated that it will reach to $3.9
trillion by 2027 (Danturthi, 2024).

Cyber security is the wide range of protection of computer system meant little-to-no security and the data
security on various types of networks that they are stored and accessed by users. It consists of practices, analysis,
and technologies that assist to keep computer systems and digital data secure. It is the combination of methods,
processes, tools, and behaviors that protect computer systems, networks, and data from cyber-attacks and
unauthorized access (Belapure & Godbole, 2011). It remains one of the serious and widespread challenges for
financial institutions around the world. It is the field of technologies, processes, and activities designed to protect
the individuals from hackers, viruses, and malwares. It is the idea of engineering that continues to function
correctly against a malicious attack. Sometimes it depends on people related to its operation, such as human
error, negligence, and lack of awareness (Kumar et al., 2018).

Elements of cyber security are network security, application security, endpoint security, data security, identity
management, database and infrastructure security, cloud security, mobile security, disaster recovery, etc. There
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are three levels of security as, basic, enhanced, and critical (Cabaj et al., 2018). According to Forbes, the global
cyber security market reached to $75 billion for 2015 and about $170 billion in 2020. Some of the dangerous
cybercrimes are cyber-stalking, cyber-terrorism, email spoofing, email bombing, cyber pornography,
cyber-defamation, etc. (Goni, 2022; Mohajan, 2025a). Various tools that can be used for preventing the hacking
are Honeynet, anti-viruses, patches, password crackers, vulnerability scanners, and wireless sniffers. By
following best practices, staying informed, and adhering to security protocols, individuals can play a crucial role
in preventing breaches and can keep networking systems safe (Moore, 2005).

2. Literature Review

A literature review is an overview of previously published works on a particular topic that is a comprehensive
summary, analysis, and synthesis of existing scholarly works on a specific topic (Bolderston, 2008). It is a vital
part of a research project, paper, and thesis that shows how to organize and synthesize information, and
demonstrates the ability to write any kind of research article (Torraco, 2016). A good literature review has a
proper research question, a proper theoretical framework, and a chosen research methodology (Baker, 2000). The
main types of narrative reviews are evaluative, exploratory, and instrumental (Creswell, 2013a). Mohammad Nur
Nabi and Muhammad Tanjimul Islam have realized that with the rapid spread of information and communication
technology (ICT) worldwide, cybercrime appears to be a potential threat for confidential computer data and
systems, and Bangladesh is under risk of cybercrimes that threatens the national security of the country due to
lack of advanced cyber technologies and lack of awareness (Nabi & Islam, 2023). Deepansh Kumar and his
coworkers have shown that the rising growth of the internet and computer technology has brought many good
and proficient things for people, such as e-commerce, email, cloud computing, and data sharing. But it also has
dark and hidden sides, such as network hacks, computer hacks, mobile breach, backdoors, etc. The cybercrime is
one of the common practices made by the computer experts and is increasing rapidly in numbers that is
responsible for disrupting the organization networks, stealing valuable data, documents, and hacking bank
account. They have discussed the types of hackers, and the categories of different IT networks with their
weaknesses (Kumar et al., 2018).

Rohit Kalakuntla and his coauthors have shown that cyber security is a significant worry to all nations. They
have emphasized on cyber security and cyber terrorism (Kalakuntla et al., 2019). Aleksandra Kuzior and her
coworkers have tried to analyze the global trends in cybercrime to form a global, open and safe cyberspace,
protect the population from cyber threats and cyber fraud, increase the effectiveness of financial monitoring
procedures, and control over transactions in cyberspace (Kuzior et al., 2024). Ibrahim Sisaneci and his
coworkers have shown that broader use of digital technologies in all aspects of our lives, exponential expansion
of cyberspace, along with complex and advanced cyber threats, cyber security becomes important and essential
(Sisaneci et al., 2013). Mohan V. Pawar and J. Anuradha have described the network security confidentiality
vector, network security integrity vector, and network security availability vector. They have realized that
protection of computer and network security are critical issues, because many types of attacks are increasing day
by day (Pawar & Anuradha, 2015).

Buket Ersahin and Mustafa Ersahin have shown how security flaws of web applications can threat information
security, and also have focused on how web developers can already prevent security problems during the
development life cycle (Ersahin & Ersahin, 2022). Hamed Taherdoost has provided various definitions of cyber
security and information security with their differences. Both are related to the security of data aiming to defend
data against different types of cyber threats, but they should not be used interchangeably. Information security
means protecting information system from unauthorized access, use, disclosure, disruption, modification, and
destruction. On the other hand, cyber security is the wide range of protection of computer system meant
little-to-no security (Taherdoost, 2022). P. K. Paul and P. S. Aithal have stated that cloud security is the set of
policies, technologies, applications, and control utilized for virtual infrastructure that includes hardware,
software, and application. It is very close to computer security, IT security, and information security. They have
described different areas of cloud security (Paul & Aithal, 2019). Mohamed Litoussi and his coauthors have
shown that Internet of Things (IoT) dramatically influences our daily lives in several domains, ranging from
teeny wearable devices to large industrial systems. Although IoT enhance quality of human life, it is vulnerable
to various cyber-attacks, and needs challenging techniques to achieve their security (Litoussi et al., 2020).
Mychael Maoeretz Engel and his coauthors have contributed to the academic and practical side of mobile device,
and can guide future research for system development related to its security (Engel et al., 2022).

3. Research Methodology of the Study

Research is the search for knowledge that is closely related to the object of study. It is a systematic inquiry to
describe, explain, predict, and control the observed phenomenon (Babbie, 2009). It is the creation of new
knowledge and the use of existing knowledge in a new and creative way for generating new concepts,
methodologies, and understandings that involves inductive and deductive methods (Groh, 2018). There are two
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major types of empirical research design: qualitative research and quantitative research (Mohajan, 2017).
Researchers choose any one of these according to the nature of the research topic they want to investigate.
Qualitative research involves collecting non-numerical data and identifying patterns in language, theme, and
structure, among other features to understand human experiences. Instruments for qualitative research include
questionnaires, interviews, and observations (Creswell, 2013b; Mohajan, 2018b). Quantitative research involves
collecting numerical data and conducting mathematical analyses to observe trends, make predictions, run
experiments, and test hypotheses (Mohajan, 2020; Ghanad, 2023).

A methodology is a branch of knowledge that deals with the methods of a particular discipline (Mohajan,
2018a). It is the system of methods followed consistently that refers either to a method, the field of inquiry
studying methods, and philosophical discussions of background assumptions involved (Bryman, 2008). It
describes how the research is conducted. The goal of methodology is to increase the credibility of the research
by making process transparent and reproducible of the researcher (Howell, 2013). Research methodology is a
systematic approach that details how a researcher will conduct the study to find a reliable and valid answer to a
research question. It describes and explains the techniques and procedures used to identify and analyze
information regarding a specific research topic (Shields & Rangarjan, 2013). In this study, I have discussed the
cybercrime in briefly. I have stressed on the types of cyber security in some details. There are many types of
cyber security in the cyber space. I have discussed twelve types of cyber security i) network security, ii)
application security, iii) information security, iv) internet of things (IoT) security, v) cloud security, vi)
operational security, vii) mobile security, viii) operational technology (OT) security, ix) GenAl security, x)
secure access service edge (SASE), xi) zero trust security, and xii) endpoint security (Pawar & Anuradha, 2015).

4. Objective of the Study

In 2015, cybercrime cost the world $500 billion, $3 trillion, and $6 trillion in 2015, 2018, and 2021 respectively.
Cyber security indicates that computers and network systems are protected from threats and vulnerabilities, and
these systems work efficiently (Zhang et al., 2021). Passwords are important aspects of computer security, and a
poorly chosen password may result in unauthorized access (Taherdoost, 2022). Network security, database
security, online security, cloud security, etc. are all closely connected to cyber security. Without an effective
cyber security strategy organizations become easy targets for cybercriminals (Nabi & Islam, 2023). Main
objective of this study is to discuss the aspects of global cyber security. Other minor objectives of the study are
as follows:

1) to highlight on cybercrime, and
2) to discuss the types of cyber security.
5. Cybercrime

There is no universally accepted definition of cybercrime. It is a widespread and lucrative illicit activity and a
major threat to the society that uses a computer as its main means of commissioning or theft, which involves
code-imposed offences, such as network intrusions and computer virus distributors, and web-based forms of
traditional crimes, such as identity theft, harassment, intimidation and extremism that have become a major
problem for individuals and nations (Igbal et al., 2020).

At present cybercrime is a crucial topic due to the widespread and evolving nature of cyber threats, the growing
dependency on digital systems, and the significant impacts on economic, personal, and national security (Kuzior
et al., 2024). It is a criminal activity that occurs at all levels of society and takes many forms, from investment
fraud to phishing and the creation of bogus entities (Mohajan, 2025d). It has numerous targets, such as email
fraud, spamming, hacking, malware, online gambling, child exploitation, phishing, ransomware, social media
crime, denial of service, ATM fraud, fraud credit card, misinformation, social engineering, identity theft, Trojan,
data theft, cyber-stalking, cyber bulling, cyber harassment, fake call, online transactions fraud, insurance fraud,
cyber terrorism, etc. (Sang & Trung, 2022).

It can be characterized into two different categories: cyber-dependent crimes, and cyber-enabled crimes.
Cyber-dependent crime is any crime that can only be committed using computers, computer networks or other
forms of information communication technology that targets ICT systems and are typified by hacking,
ransomware, and malware (Murphy, 2024). Cyber-enabled crime is traditional crimes facilitated by the internet
and digital technologies that has evolved in scale and form through the increased use of the internet and
communication technology, such as fraud through phishing, piracy, and counterfeiting (Shahidullah et al., 2022).

6. Types of Cyber Security

Cyber security is a convergence of multiple approaches that cover several strategies and practices. It
encompasses specialized areas protecting digital systems, networks, and data. It remains one of the top concerns
facing individuals, businesses, and governments (Schmidt, 2014). In this section, I have discussed twelve
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essential types of cyber security i) network security, ii) application security, iii) information security, iv) internet
of things (IoT) security, v) cloud security, vi) operational security, vii) mobile security, viii) operational
technology (OT) security, ix) GenAl security, X) secure access service edge (SASE), xi) zero trust security, and
xii) endpoint security (Feruza & Kim, 2007).

6.1 Network Security

The world is becoming more interconnected of the internet with new networking technology. Modern internet
technology protects confidential data, employee information, business models, and identity and resources.
Actually, there exists a “communication gap” between the developers of security technology and developers of
networks (Pawar & Anuradha, 2015). Network security is the policies, technologies, practices, controls, and
procedures used of protecting the integrity, confidentiality, and accessibility of computer networks and data from
unauthorized access, misuse, modification, data breaches, network-accessible resources, denial of a computer
network, and other network-based threats (Krawczyk-Sokolowska & Caputa, 2023). It safeguards
communication infrastructure, such as devices, hardware, software, and communication protocols. It covers a
variety of computer networks, both public and private that are used in everyday jobs for conducting transactions
and communications among businesses, military, government agencies, and individuals (Macfarlane et al.,
2012). It protects data integrity, confidentiality, and availability as information travels over a network and
between network-accessible assets. It is a main issue of computing because many types of attacks are increasing
day by day. It is a challenge for network operators and internet service providers to prevent it from the attack of
intruders (Ghansela, 2013).

Network security should detect, monitor, and block attacks that seek unauthorized access to the network that is
done by using VPNs, intrusion detection and prevention systems, and firewalls. It starts with authentication,
commonly with a username and a password that uses a combination of letters, numbers, special characters, and a
space, and it is sometimes termed one-factor authentication. Sometimes two-factor authentication, such as
security token, ATM card, and a mobile phone are used. Also, three-factor authentication, such as fingerprint and
retinal scan are also used (Pawar & Anuradha, 2015). Networking faces three categories of attacks: active attack,
passive attack, and advance attack. Active attack happens when an intruder initiates commands to disrupt the
normal network operation. Some active attacks are spoofing attack, wormhole attack, modification, denial of
services, fabrication, sinkhole, and sybil attack (Dowd & McHenry, 1998). Passive attack happens when a
network intruder intercepts data traveling through the network. Some passive attacks are traffic analysis,
eavesdropping, and monitoring. Advance attacks are black hole attack, replay attack, byzantine attack, and
location disclosure attack (Chahar, 2022). Anti-virus software, intrusion prevention system helps to detect and
inhibit the action of malware. Honeypots are placed at a point in the network where they appear vulnerable and
undefended (Patnaik, 2021).

6.2 Application Security

Application software is one of the important components that fuel the so-called third-platform, which is
congregation of social, mobile, analytics with big data, and cloud computing technology (Rajendran, 2015).
Google Play has 3,553 million, Apple App Store has 1,642 million, and Amazon App Store has 483 million
applications (Danturthi, 2024). As Apps become more ubiquitous, interconnected, and complex; finding and
fixing the growing volume of vulnerabilities just gets more challenging. There are mainly two types of
applications: mobile applications and web based applications (Chandrasekaran, 2024). Mobile devices are being
used to access a range of services from social networking, banking, ticketing, and shopping to corporate
applications, such as email, enterprise resource planning, customer relationship management, and calendar and
address book applications (Shin & Williams, 2008). A web App is application software that is created with web
technologies and runs via a web browser. It is a branch of information security that deals specifically with the
security of websites, web applications, and web services. It is emerged in the late 1990s and allowed for the
server to dynamically build a response to the request, in contrast to static web pages (Hoffman, 2020). Evolution
of the World Wide Web (www) has created web applications with greater abilities, and fast growing and
evolving web environment brings up its own risks (Ersahin & Ersahin, 2022).

Secure controls, such as strong authentication, granular permission, and data encryption can help to lower the
risk of data leaks and unauthorized access. Application security (AppSec) is all tasks that introduce a secure
software development of the whole life cycle from requirements analysis, design, implementation, verification as
well as maintenance to development teams (Shuaibu et al., 2013). It involves secure coding practices, processes,
tools, regular software updates and patches, and application-level firewalls that help prevent data breaches and
protect applications. It refers to the technologies, policies, procedures, process of identifying and repairing
vulnerabilities in application software to prevent unauthorized access, modification, or misuse. Use of secure
coding rules and practices is necessary to create strong and reliable applications (Li & Xue, 2011).

The AppSec is necessary to effectively eliminate, reduce, and mitigate the overall risks from the application
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attack surface, for the overall development, security, and operations process. It involves a combination of
mitigation strategies during application development and after deployment. A strong AppSec program improves
the security posture of organizations and helps them proactively find, fix, and prevent security issues in their
applications (McDonald, 2020). About 62% of cyber security professionals are at best moderately confident in
their organization’s application security posture. Most of the Apps that we use on our cell phones are secured and
work under the rules and regulations of the Google Play Store (Das & Johnson, 2021).

6.3 Information Security

We use the internet looking for information, doing social networking, banking, shopping, and lots of other online
functions (Mohajan, 2025b). Nowadays living without access to the information of interest at any time and any
place through countless types of devices has become unimaginable (Alhassana & Adjei-Quayeb, 2017).
Information technology is the vehicle that stores and transports information that is a most valuable resource of a
company (Reid & van Niekerk, 2014). It may be electronic soft copy, hard copy, delivered in conversation and
films, and any other sensitive data, such as documents, personal photos, emails, conversations, and important
numbers (Santos, 2020). Confidentiality of information ensures that only those with sufficient privileges may
access certain information. When unauthorized individuals can access information, confidentiality is broken
(Susanto & Almunawar, 2022).

Often cyber security and information security are used interchangeably, but there are differences in each concept.
Information security is concentrated to protect information everywhere, whereas cyber security is specifically
focused on information in cyberspace (Taherdoost, 2022). Information security (InfoSec) is the security of
computer systems to protect them against disclosure, subjective modification, unauthorized access, harassment,
and destruction that aim to ensure integrity, confidentiality, and availability of information (Wendy & Wang,
2019). It refers to the tools and processes for preventing, detecting, and remediating threats to sensitive
information, whether digitized or not. It is an attempt to create a framework for ensuring confidentiality,
integrity, and availability of information (Andress, 2014). Also, the preservation of authenticity, privacy,
accountability, non-repudiation, auditability, and reliability are essential for information security (Layton, 2007).
Information security indicates the protection of information against different threats that aim to minimize the risk
of business activities, maximize return on investments, exploit business opportunities, and ensuring continuity of
business (Dhillon, 2007). Various supportive tools are used to InfoSec, such as anti-virus, anti-spyware,
software, windows and applications updates, firewalls, content filtering, parental control, smart encryption codes
and techniques, methods, and advices related to security (Feruza & Kim, 2007).

Information security is the practice of protecting sensitive information from unauthorized access, disclosure,
modification, alteration, disruption, and destruction of information security management, computer and data
security, and network security. It includes encryption, access controls, data classification, and data loss
prevention (DLP) measures (Joshi et al., 2017). It also prevents or reduces the probability of unauthorized access
to data for the unlawful use, theft or vandalism, disclosure, power failures, disruption, deletion, corruption,
modification, natural disasters, adverse environmental conditions, inspection, recording, and devaluation of
information (Daniel & Titman, 2006).

6.4 Cloud Security

Cloud computing is one of the most popular information technologies that is used to reduce its operating costs,
increase revenue, and develop fast-growing IT industry; and the key point in them is cloud computing security
(Malallah et al., 2023). It is considered as a modern generation in the information technology revolution that
provides a wide range for sharing services through the internet, such as data storage, servers, databases,
networking, and software (L’Esteve, 2023). It has three components: clients, distributed servers, and data
centers. It has revolutionized the way of storing, processing, and managing data; offering unprecedented levels
of flexibility, scalability, and efficiency (Ang’udi, 2023). The cloud computing can be implemented in four
deployment models as (Rittinghouse & Ransome, 2009): i) a public cloud is made available to the general public
or large industry group and is owned, managed, and operated by a business, academic, or government, where
third-party providers deliver computing resources, such as servers, storage, networking, and applications (Velev
& Zlateva, 2011), ii) a private cloud is operated entirely for a single customer or organization that may be
managed by a third-party provider that offers superior control, security, and customization compared to public
clouds (Gupta et al., 2019), iii) a community cloud is owned, managed, operated, and shared by several
organizations; and supports of a specific community that have common goals, security requirements, or
regulatory needs and may be managed by the organizations or a third party (Mondal et al., 2020), iv) a hybrid
cloud combines and unifies public cloud, private cloud and on-premises infrastructure to create a single, flexible,
cost-optimal IT infrastructure (Reese, 2009).

Cloud computing faces serious security risks, such as data loss, privacy violations, financial damages, distributed
denial of service, and erosion of user trust that require careful attention (Singh & Chatterjee, 2017). Moreover,
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dynamic and scalable nature of cloud services complicates the task of ensuring consistent security across
different service models and deployment models (Seifert et al., 2023). Cloud security is a multifaceted discipline
that refers to the technologies, policies, controls, procedures, applications, and services that protect the vast array
of data, applications, and infrastructure of cloud environments. It is very close with the network security,
database security, web security, etc. (Malik et al., 2023). It uses various cloud service providers, such as
Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS), Amazon Web
Services (AWS), Azure, Google Cloud, etc., to ensure security against multiple threats (Srinivasan et al., 2012).
It enhances privacy if configured and managed correctly and saves data on the cloud, making it accessible from
any device with proper authentication (Butt et al., 2023). It is crucial for the safe, secure storage of data and
other items in cloud systems. It is applicable in different types of organizations and institutions including
government organizations and bodies. It has become a popular option over the last decade (Paul & Aithal, 2019).

6.5 Internet of Things (loT) Security

The Internet of Things (IoT) is a vast network of interconnected devices, objects, and services that collect and
exchange data to improve efficiencies and create new opportunities in various industries. These aspire to connect
anyone with anything at any point of time at any place, and provide the connectivity between objects timelessly
(Najar, 2019). These devices have attracted considerable attention during the past few years. These range from
everyday household appliances, such as smart thermostats and lighting systems to large-scale industrial
machineries, such as manufacturing equipment and transportation vehicles (Tawalbeh et al., 2020). These create
a new era in which all technologies and appliances are connected to the internet, and users can use them together
to complete complex operations easily. The IoT world has a huge variety of devices, such as smartphones,
personal computers, PDAs, laptops, tablets, and other hand-held embedded devices (Said & Zolkipli, 2022). The
term “Internet of Things” was originally coined by Kevin Ashton, British technology pioneer and a co-founder
of the Auto-ID Center at the Massachusetts Institute of Technology (MIT) Auto-ID Centre in 1999 (Kramp et al.,
2013). At present the number IoT devices worldwide are 19.8 billion in 2025, and it is expected to be more than
40.6 billion by 2034 (Kalsi et al., 2023).

The IoT security is the technology segment focused on safeguarding connected devices and networks in the IoTs,
such as smart home gadgets, industrial sensors, medical equipment, and wearable technology from cyber threats
(Rao & Hagq, 2018). It focuses on protecting, monitoring and remediating threats related to these devices, and
ensures that these devices do not become entry points for hackers to exploit networks and steal sensitive data. It
refers to a network within which information from all connected devices can be gathered, processed, and
modified to offer new services (Litoussi et al., 2020).

The IoT promises technical advances, improves efficiencies, provides greater revenues, and enhances customer
experiences. This clearly indicates that IoT is becoming mainstream and representing a significant opportunity
for the global economy, society and business. However, this expansion heightens security as a major concern
(Miorandi et al., 2012). It also faces various security and privacy issues and challenges, and the majority of the
security threats are related to leakage of information and loss of services that are related to confidentiality,
integrity, authentication, etc. Hence, a secure mechanism is needed to protect the personal information
(Ziegeldorf et al., 2014). It is of three-layer architecture, and its security principles should be enabled at each
layer for the proper and efficient working of the applications. The era of IoT has enhanced the life quality our
living styles by connecting various smart devices, technologies, and applications. The IoT is applied in
healthcare, transportation, lifestyle, smart home, smart city, retail, supply chain, agriculture, smart factory,
emergency, user interaction, culture and tourism, environment and energy (Geneiatakis et al., 2017).

6.6 Operational Security

Operational security (OPSEC) is a strategic process and policy that is used to protect sensitive information from
falling into the wrong hands by identifying critical data, assessing threats and vulnerabilities, and implementing
countermeasures with internal threats and human errors (Vick, 2015). It refers to the choices, technologies, and
activities through which information assets as well as sensitive systems are protected and handled (Mohajan,
2025c¢). It involves identifying critical data, assessing threats, analyzing weaknesses, and implementing
countermeasures. It maintains the confidentiality of the information only to authorized users and detects any
unusual behaviors that may expose malicious activities. It was originally developed by the US military during
the Vietnam War to protect mission-critical information (Gentry & Gordon, 2019).

At present it is widely adopted across the business world to prevent data leaks, sabotage, and unauthorized
access. The five steps of it are identifying critical information, analyzing threat, analyzing vulnerabilities,
assessing risk, and applying countermeasures (D’Amore, 2022). It has access controls, risk management,
vulnerability management, protective monitoring, incident management, configuration and change management,
employee training, and monitoring activities to prevent data leaks and security breaches (Michnowicz, 2006). It
is an analytical process that military, law enforcement, and government and private organizations use to prevent
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sensitive or proprietary information from being accessed inappropriately (Athey, 2020).
6.7 Mobile Security

Mobile devices are smartphones, tablets, and laptops that are used not only to communicate, but also to plan and
organize the works and lives. The technology evolves very rapidly, and the usages of mobile devices are
increasing everyday life bringing various benefits, such as time savings, the ability to work without being tied to
a specific position, and increased productivity. Mobile devices primarily contain access to corporate data, so
businesses are highly prone to instant messaging attacks, phishing, and malicious apps (Rogers, 2013). People
sometimes store sensitive information in mobile device, such as contacts lists, credit cards numbers, bank
account number, passwords, and other important documents. Their chosen data are easily available on these
devices, and attackers are focusing their efforts on mobile devices (Chan & Hong, 2016).

Mobile health (m-health) is the practices of public medical health supported by mobile technology that covers
the collection, modification, classification, and transport of health-related data. Although basic telemonitoring
m-health services are widely established, still there are difficulties to be resolved, most notably security and
privacy concerns (Trigo et al, 2020). The mobile money (m-money) is revolutionizing the lives of vast unbanked
population offering various benefits, such as simplicity, dependability, speed, flexibility, and cost. Rural areas
and low-income persons can use the m-money system to get various services at a lower cost. This also reduces
the security dangers associated with carrying real money, and reduces long queues at banking institutions (Ali et
al., 2020).

Mobile security is the protection of mobile devices from threats through the use malicious apps, zero-day,
phishing, and instant messaging attacks by the mobile computers and communication hardware (Bishop, 2004).
Among the various types of cyber security, extended detection and response (XDR) is becoming an essential
solution for modern enterprises that provides a unified approach to detect, respond, and mitigate threats (Engel et
al, 2022).

6.8 Zero Trust Security

Actually zero trust is not about removing trust entirely so much as reducing it to the bare minimum necessary
and making the trust explicit rather than implicit, and it involves understanding the traditional models it
challenges. An operator implements a hard shell around his/her sensitive components. For example, a firewall
around the data center can create castle walls, and entities outside the castle are potential threats requiring strict
scrutiny, inside data are trusted and safe (KubeCrash, 2023). The conventional method of security is “trust but
verify” it, but the zero trust paradigm adopts “never trust, always verify”, and the latter is significance due to
various global cyber threats (Ranya & Goda, 2023).

Zero trust security is an IT security model that requires strict identity verification for every person, and device
trying to access resources on a private network, regardless of whether they are sitting within or outside of the
network perimeter. It assumes that there are attackers both within and outside of the network. It is implemented
by establishing identity verification, validating device compliance prior to granting access, and ensuring least
privilege access to only explicitly-authorized resources (Rose et al., 2020). It is better suited to modern IT
environments than more traditional security approaches. It offers enterprises more network visibility and aids in
the timely detection and mitigation of security threats. It assumes that all traffic and incoming data are malicious
and need to check at every point-of-time (Pendli, 2025).

The term “zero trust” was coined by Stephen Paul Marsh in his doctoral thesis on computer security at the
University of Stirling in April 1994, and later it is popularized by Forrester Research analyst John Kindervag in
2010 (Collier & Sarkis, 2021). Zero trust is a powerful security model that is at the forefront of modern security
practices. Organizations are given the visibility and the employees require by zero trust privilege to guarantee
ongoing compliance. A properly implemented zero trust privilege strategy can help the organizations to reduce
the risk of breach by 50% (Guntaka, 2025).

6.9 GenAl Security

Generative Al (GenAl) has sparked a transformative wave across various domains, such as machine learning,
healthcare, business, and entertainment due to its remarkable ability to generate lifelike data. GenAl products are
ChatGPT and DALL E from openAl, Github Copilot, AlphaCode from Deepmind, etc. (Shoufan, 2023). It has
become an essential pillar for organizations that aims to enhance productivity and innovation. It tempts business
leaders to move quickly bypassing implications involving data, compliance, governance, and other risks (Bai et
al., 2021).

The GenAl security is a newer type of cyber security that provides protection against the use and integration of
securing GenAl applications and ecosystems. It prevents harmful actions, such as unauthorized data
manipulation or misuse (Gupta et al., 2023). It encompasses all the measures, technologies, policies, and security
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controls that protect organizations from risks associated with the use of GenAl. Some GenAl threats are model
vulnerabilities, data risks, misuse scenarios, and compliance and governance risks (Golda et al., 2024).

GenAl security protects the entire lifecycle of GenAl applications from model development to deployment
through the implementation of zero trust security, introduction of data protection measures, understanding of Al
compliance obligations, and getting strong incident response plans in order (Jovanovic & Campbell, 2022). It
helps to protect Al systems and their outputs from misuse, unauthorized access, and harmful manipulation. It
improves threat detection, enhances operational efficiency, and personalizes security awareness training
(Mohajan, 2025a). Several approaches are being employed to address the privacy and security concerns in
GenAl, such as Privacy-Preserving Techniques (PPTs), Adversarial Defense Mechanisms, and Regulatory
Measures and Policies (Wu et al., 2020).

6.10 Secure Access Service Edge (SASE)

A secure access service edge (SASE) is a new technology used to deliver wide area network and security
controls as a cloud computing service directly to the source of connection rather than a data center (Kaur, 2024).
It is the combination of security and networking elements offered in a single unified platform based on
cloud-delivered services (Gareeb et al., 2021). It was first introduced by American research and advisory firm
Gartner in 2019 as a response to the growing need for secure remote access and the increasing adoption of
cloud-based services (Chen et al., 2023). The four key elements of security service edge (SSE) are Secure Web
Gateway (SWGQG), Cloud Access Security Broker (CASB), Firewall as a Service (FWaaS), and Zero Trust
Network Access (ZTNA) with SD-WAN capabilities, delivering them as a unified, cloud-native service (Makani,
2024). The SASE framework aims to provide a more agile, flexible, and scalable approach to network security
(Joshi et al., 2021).

The SD-WAN is a key enabling technology for SASE that provides the necessary network connectivity and
management capabilities. It enables organizations to create secure, high-performance connections between users,
devices, and applications, across multiple locations and cloud environments (Gareeb et al., 2021). A Secure Web
Gateway (SWGQ) is a security solution that protects users from web-based threats and enforces internet access
policies, and acts as a first line of defense against malicious websites, phishing attempts, and other web-based
attacks (Kaur et al., 2023). A Cloud Access Security Broker (CASB) is a security solution that acts as an
intermediary between cloud service consumers and cloud service providers. It enforces security policies, monitor
cloud activity, and protect sensitive data across multiple cloud platforms (Syed et al., 2022). Zero Trust Network
Access (ZTNA) is a security model that operates on the principle of denying access by default, and treats all
users, devices, and applications as untrusted until they are explicitly verified (Piplode & Singh, 2021). Firewall
as a Service (FWaaS) delivers traditional firewall security features as a cloud-based service, and provides a
scalable, flexible, and cost-effective alternative to on-premises firewall appliances, enabling organizations to
protect their networks and applications from a wide range of threats (Walt & Venter, 2022).

6.11 Operational Technology (OT) Security

Operational technology (OT) causes a change through the direct monitoring and control of industrial equipment,
assets, processes, and events that describes environments containing industrial control systems (ICS), such as
supervisory control and data acquisition (SCADA) systems, distributed control system (DCS), remote terminal
units (RTU) and programmable logic controllers (PLC), as well as dedicated networks and organization units
(Koronios et al., 2010). The SCADA system provides centralized monitoring and control of complex processes
spread across large areas that gathers real-time data from remote locations from sensors and instruments located
at remote sites. It is widely used in industries, such as power generation, oil exploration, water management,
manufacturing, etc. (Waqas & Jamil, 2024).

A Remote Terminal Unit (RTU) is an electronic device used in industrial and remote monitoring applications to
collect data from sensors, process it, and transmit it to a central control system. It is essential for monitoring and
controlling equipment and processes in geographically dispersed locations (Knapp, 2024). The PLC is a
specialized industrial computer used to automate and control machinery and processes. That is designed to
withstand harsh industrial environments and provides reliable operation over extended periods (Zaid & Garai,
2024).

As OT systems increasingly integrate with IT systems due to fourth industrial revolution initiatives, they become
more vulnerable to cyber-attacks that pose risks not only to data but also to physical infrastructure (Kumar &
Vardhana, 2025). The OT security refers to the cyber security practices and technologies that protect industrial
systems controlling physical processes, ensuring the integrity, safety, and availability of critical infrastructure,
such as power grids, utilities, healthcare, transportation networks, and manufacturing systems (Steenstrup,
2008). It focuses on safeguarding critical infrastructure from threats, such as malware, ransomware, and
state-sponsored attacks, ensuring the continuity, safety, and reliability of essential operational services. It covers
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security controls around process control systems (PCS), distributed control systems (DCS), and Scada
environments that are collectively referred to as ICS environments (Kumar & Vardhana, 2025).

6.12 Endpoint Security

If a device, such as a desktop, a laptop, a tablet, a smartphone, etc. is connected to a network, such as a server, a
database, an intranet, and an extranet; it is considered as an endpoint. That means endpoints can be plagued with
both internal and external security threats. The term endpoint threat detection and response (ETDR) is coined by
recognized security expert Anton Chuvakin in 2013 (Chuvakin, 2013). The vulnerabilities of endpoints seem
endless and need strong security. Therefore, endpoint security is important at all levels of an organization and a
company. It is the practice of securing endpoints of end-user devices, such as desktops, laptops, tablets,
smartphones, smart printers, smart watches, ATM machines, and servers from being exploited by malicious
actors and campaigns (Ahl, 2014). It is a cornerstone and critical component of effective cyber security
frameworks due to hyper-connected digital landscape in an era of increasing cyber threats. It includes antivirus
software, intrusion prevention systems (IPS), device encryption, and multi-factor authentication, and regular
software updates. In many cases, threats are only detected after the loss of significant amounts of data (Fortinet,
2022).

Early approaches to endpoint security relied heavily on antivirus software and perimeter-based defenses. But the
traditional endpoint protection platforms that focused on prevention are no longer enough to protect endpoints
(Johnson et al., 2016). There are many antiviruses and anti-malware software scan and detect malicious
software, such as viruses, worms, Trojans, and ransomwares (Forrester, 2021). As the volume and sophistication
of cyber security threats have steadily grown, so has the need for more advanced endpoint security solutions that
are designed to quickly detect, analyze, block, and contain attacks before they can do damage. Endpoint security
is a continuous process that requires attention, resources, and preparation (ISC2, 2021). Firewalls are essential
components of endpoint security that monitor and control incoming and outgoing network traffic, filtering out
potentially malicious data packets (Slate, 2018). Keeping software and operating systems up to date with the
latest security patches and updates is crucial for endpoint security. Recent studies emphasize the importance of
adopting a multi-layered security approach that requires continuous verification of every device, user, and
application accessing the network (Hanna et al., 2018). With endpoint security, companies and organizations can
secure end-user devices, such as desktops and laptops with data and network security controls, advanced threat
prevention, such as anti-phishing and anti-ransomware, and technologies that provide forensics, such as endpoint
detection and response (EDR) solutions (ISC2, 2021).

7. Conclusions

At present, we are living in a world of cyber-format knowledge. We can send and receive any form of data, such
as email, audio, and video without any leakage of information just by the click of a button due to cyber security.
These data are maintained in the form of digital or cyber ways. Cyber security is an important field that is
increasingly gaining attention as the internet and computer services are expanded. More efficient and effective
cyber security is the responsibility of everyone and has the basics of confidentiality, integrity, and availability.
Individuals and organizations must remain alert, adapt their security measures, and maintain a culture of security
awareness to effectively mitigate risks in the cyber security.
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